Privacy Policy
Registry and Data Protection Description

This document serves as the registry and data protection description of Zella International Ry, in
accordance with the Finnish Personal Data Act (Sections 10 and 24) and the EU General Data
Protection Regulation (GDPR).

Prepared on 22.08.2024.

Last modified on 21.02.2025.

CONTACT DETAILS
Name: Zella International ry
Address: Keskustie 22 B 28 - 40100 Jyvaskyla, Finland

Email: info@zellainternational.org

Contact persons:

Marcella Zoccoli
Kirill Anton

president@zellainternational.org

NAME OF THE REGISTRY
Customer Registry: This registry contains project-specific contact information of customers
(businesses, organizations, etc.).

Billing Registry:

We use the Visma accounting/billing system. This registry stores the contact information of billed
customers and others who have billed us (e.g., project subcontractors, landlords, phone service
providers, software license providers, auditors, etc.).

Email:

This consists of a list on each employee's email account, where the system automatically stores
email addresses and other information provided by the individuals to the email server. It includes
information on individuals with whom a Zella International Ry member has been in email
correspondence, including the entire email conversation history.

LEGAL BASIS AND PURPOSE OF PROCESSING PERSONAL DATA

The legal basis for processing personal data according to the EU General Data Protection Regulation
is:

® The legitimate interest of the controller (customer relationship)
@® Acontractinwhich the data subject is a party

The purpose of processing personal data is to maintain contact with customers, manage customer
relationships, marketing, etc. Data is not used for automated decision-making or profiling.
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mailto:president@zellainternational.org

CONTENTS OF THE REGISTRY

Customer Registry:

This consists of a list on each employee's email account, where the system automatically stores
email addresses and other information provided by the individuals to the email server. It includes
information on individuals with whom a Zella International Ry member has been in email
correspondence, including the entire email conversation history.

Billing Registry:

The Visma accounting/billing system stores the contact information of billed customers and others
who have billed us for processing invoices. The data remains in the system in accordance with
accounting laws.

Email Registry:

The data stored includes the person's name, email address, and email conversation history. The email
server automatically stores other information provided by the individual. The data remains in the
registry for at least the duration of the customer/business relationship.

REGULAR SOURCES OF INFORMATION

The information stored in the registries is obtained directly from customers, for example, via email,
phone calls, and contracts. Individuals also provide their information through online forms.

REGULAR DISCLOSURE OF INFORMATION AND TRANSFER OF INFORMATION OUTSIDE THE EU
OREEA

The personal data in the registries (company, name, address) will not be disclosed or published to
other parties unless required by the project client. Information is not transferred by the controller
outside the EU or EEA.

PRINCIPLES OF REGISTRY PROTECTION

Care is taken in handling the registry, and the data processed through information systems is
appropriately protected. When storing registry data, both physical and digital security measures are
implemented. The controller ensures that stored data, server access rights, and other critical
personal data are handled confidentially and only by employees whose job descriptions include such
responsibilities.

DATA SUBJECT RIGHTS

Individuals whose data is stored in the registry have several important rights under the EU General
Data Protection Regulation (GDPR). These rights are designed to give individuals greater control over
their personal data and how it is processed. Zella International Ry is committed to upholding these
rights and ensuring that all data subjects can exercise them fully.

Right of Access

Individuals have the right to request and receive confirmation of whether their personal data is being
processed by Zella International Ry. If such data is being processed, the individual has the right to
access their personal data and obtain the following information:



The purposes of processing

The categories of personal data concerned

The recipients or categories of recipients to whom the personal data has been or will be

disclosed

@® The envisaged period for which the personal data will be stored, or the criteria used to
determine that period

® The existence of the right to request rectification, erasure, or restriction of processing of

personal data concerning the data subject or to object to such processing

® Therightto lodge a complaint with a supervisory authority

@ Ifthe datais transferred to a third country or international organization, information on the
appropriate safeguards in place

Right to Rectification

If an individual believes that their personal data stored in the registry is inaccurate or incomplete, they
have the right to request that the data be corrected or supplemented without undue delay. Zella
International Ry will ensure that any inaccuracies are addressed promptly to maintain the integrity of
the data we hold.

Right to Erasure (Right to be Forgotten)

Individuals have the right to request the deletion of their personal data in certain circumstances, such
as when:

® The datais no longer necessary for the purposes for which it was collected

@® The individual withdraws their consent and there is no other legal ground for processing
® The individual objects to the processing and there are no overriding legitimate grounds
@® The data has been unlawfully processed

® The data must be erased to comply with a legal obligation under EU or member state law

Upon receiving such a request, Zella International Ry will take steps to erase the data unless we are
required to retain it for compliance with a legal obligation or for the establishment, exercise, or
defense of legal claims.

Right to Restrict Processing

Individuals have the right to request the restriction of processing their personal data in specific
circumstances, including:

® When the accuracy of the data is contested, for a period allowing us to verify its accuracy

® When the processing is unlawful, and the individual opposes the erasure of the data,
requesting restriction instead

® When Zella International Ry no longer needs the data for processing, but it is required by the
individual for legal claims

® When theindividual has objected to processing pending verification of whether the legitimate
grounds of Zella International Ry override those of the individual

If processing is restricted, the data will only be processed with the individual’s consent or for legal
reasons.

Right to Data Portability



Individuals have the right to receive their personal data, which they have provided to Zella
International Ry, in a structured, commonly used, and machine-readable format. They also have the
right to transmit that data to another controller without hindrance, where:

@® The processingis based on consent or a contract
@® The processingis carried out by automated means

Where technically feasible, individuals may also request that their data be transmitted directly to
another controller.

Right to Object

Individuals have the right to object, on grounds relating to their particular situation, to the processing
of their personal data based on legitimate interests. Zella International Ry will cease processing the
data unless we can demonstrate compelling legitimate grounds for the processing that override the
interests, rights, and freedoms of the individual or for the establishment, exercise, or defense of legal
claims.

Right to Withdraw Consent

If the processing of personal data is based on the individual’s consent, they have the right to withdraw
that consent at any time. The withdrawal of consent will not affect the lawfulhess of processing based
on consent before its withdrawal.

Right to Lodge a Complaint

Individuals have the right to lodge a complaint with a supervisory authority, particularly in the member
state of their habitual residence, place of work, or place of the alleged infringement, if they believe
that the processing of their personal data infringes GDPR.

Requests related to any of these rights should be made in writing to the controller. Zella International
Ry may request proof of identity to ensure that personal data is only disclosed to the rightful owner.
We will respond to such requests within the timeframe stipulated by the GDPR, typically within one
month.

COOKIES USED ON THE WEBSITE

We may use various technologies to collect and store Analytics Data, including cookies, pixels, and web
beacons. Cookies are small text files sent and saved on your device that allow us to identify visitors of our
Website, facilitate the use of the Website, and create aggregate information about visitors. Cookies will not
harm the visitor's device or files.

Visitors of the Website may choose to set their web browser to refuse cookies or to alert them when cookies
are being sent. For example, the following links provide information on how to adjust cookie settings on some
popular browsers:
Safari

Google Chrome
Internet Explorer

Mozilla Firefox

Please note that some parts of the Website may not function properly if use of cookies is refused.”


https://support.apple.com/en-gb/guide/safari/sfri11471/mac
https://support.google.com/chrome/answer/95647?hl=en&p=cpn_cookies
https://support.microsoft.com/en-us/help/17442/windows-internet-explorer-delete-manage-cookies#ie=ie-11
https://support.mozilla.org/en-US/kb/cookies-information-websites-store-on-your-computer

List of the cookies used on our website

Cookie

Domain

Description

Duration

Type

sbjs_migrations

.zellainternational.org

Sourcebuster sets this cookie
to identify the source of a visit
and stores user action
information in cookies. This
analytical and behavioural
cookie is used to enhance the
visitor experience on the
website.

session

Analytics

sbjs_current_add

.zellainternational.org

Sourcebuster sets this cookie
to identify the source of a visit
and stores user action
information in cookies. This
analytical and behavioural
cookie is used to enhance the
visitor experience on the
website.

session

Analytics

sbjs_first_add

.zellainternational.org

Sourcebuster sets this cookie
to identify the source of a visit
and stores user action
information in cookies. This
analytical and behavioural
cookie is used to enhance the
visitor experience on the
website.

session

Analytics




sbjs_current

.zellainternational.org

Sourcebuster sets this cookie
to identify the source of a visit
and stores user action
information in cookies. This
analytical and behavioural
cookie is used to enhance the
visitor experience on the
website.

session

Analytics

sbjs_first

.zellainternational.org

Sourcebuster sets this cookie
to identify the source of a visit
and stores user action
information in cookies. This
analytical and behavioural
cookie is used to enhance the
visitor experience on the
website.

session

Analytics

sbjs_udata

.zellainternational.org

Sourcebuster sets this cookie
to identify the source of a visit
and stores user action
information in cookies. This
analytical and behavioural
cookie is used to enhance the
visitor experience on the
website.

session

Analytics

sbjs_session

.zellainternational.org

Sourcebuster sets this cookie
to identify the source of a visit
and stores user action
information in cookies. This
analytical and behavioural
cookie is used to enhance the
visitor experience on the
website.

1 hour

Analytics




cookielawinfo-checkbox-
necessary

zellainternational.org

Set by the GDPR Cookie
Consent plugin, this cookie is
used to record the user
consent for the cookies in the
"Necessary" category .

1 year

Necessary

cookielawinfo-checkbox-
functional

zellainternational.org

The cookie is set by the
GDPR Cookie Consent plugin
to record the user consent for
the cookies in the category
"Functional".

1 year

Necessary

cookielawinfo-checkbox-
performance

zellainternational.org

Set by the GDPR Cookie
Consent plugin, this cookie is
used to store the user consent
for cookies in the category
"Performance".

1 year

Necessary

cookielawinfo-checkbox-
analytics

zellainternational.org

Set by the GDPR Cookie
Consent plugin, this cookie is
used to record the user
consent for the cookies in the
"Analytics" category .

1 year

Necessary

cookielawinfo-checkbox-
advertisement

zellainternational.org

Set by the GDPR Cookie
Consent plugin, this cookie is
used to record the user
consent for the cookies in the
"Advertisement" category .

1 year

Necessary

cookielawinfo-checkbox-
others

zellainternational.org

Set by the GDPR Cookie
Consent plugin, this cookie is
used to store the user consent
for cookies in the category
"Others".

1 year

Necessary




WordPress sets this cookie
when a user interacts with
emojis on a WordPress site. It
helps determine if the user's
browser can display emojis
wpEmojiSettingsSupports |zellainternational.org |properly. session |Necessary




